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ABSTRACT 

Currently, new techniques have been implemented to provide data security, confidentiality, integrity and authentication. 

Orthogonal moments can be used for the watermark in small binary images. In this work we use this principle to encrypt 

a grayscale image in a video sequence. To validate our approach, we present a comparative analysis using different families 

of discrete orthogonal moments in terms of accuracy. Finally, results and conclusions are presented.  

Keywords: encryption of image, discrete orthogonal moment, Tchebichef, Krawtchouk and Charlier polynomials, video 

sequence, image recovery. 

1. INTRODUCTION

Lately, discrete orthogonal moments have been used in different research areas, such as: image registration [1], face 

recognition [2], angle of estimation [3], watermark [4], patterns of Reconstruction [5], medical imaging [6], focal 

measurements [7], image analysis [8], forensic applications [9], phase-detection gait [10], among others, due to their ability 

to Represent global characteristics of an image by a set of descriptors, independent of each other, with a minimum amount 

of information redundancy [11]. 

In particular, digital watermark technology is considered as a solution to preventing misuse of information. In the last 

decade watermarking algorithms have been proposed to protect the copyright of multimedia objects such as digital images, 

audio clips and videos. Different algorithms have been developed for watermarking images in recent years; both spatial 

and frequency domains are used for watermark embedding. However, the amount of digital multimedia production has 

been exponentially growing along their vulnerability, also increasing the need for better and more advanced techniques 

for watermarking digital media objects [12]. 

The rapid growth in digital multimedia technologies has brought much attention to the field of digital authentication. The 

digital watermark has been widely recognized as an effective measure to protect multimedia data copyrights [18]. 

The digital watermark is an information concealment technique, its main objective is to track the illicit use of certain digital 

services by unauthorized users. Specifically, this technique consists of inserting a message (hidden or not) into a digital 

image. 

Two major types of digital watermarking techniques are known [19]: 

 One type involves the modification of some component in the spatial domain, is easy to implement, BUT is fragile

in the face of attacks.

 The second type involves modification of some component in the transformed frequency domain,  is complex to

implement, but robust in the event of modifications, whitch should not be ambiguous.

There has been research on watermarks and their creation using orthogonal functions [13], orthogonal moments [14, 15,16] 

and sine transformation [16,17], among others. 
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In this paper, an algorithm is presented, which allows encryption and decryption of a grayscale image in a video sequence 

through the use of discrete orthogonal moments in order to protect information and provide greater security and 

confidentiality of same. Also, the video can be marked with a hidden copyright image with the possibility of showing the 

results obtained when encrypting test images in a video and the recovery of the encrypted image. .Recovery also allows 

us to see the reconstruction errors using the discrete orthogonal moments of three different families of orthogonal 

polynomials. 

2. DISCRETE ORTHOGONAL MOMENTS

The discrete orthogonal moments are scalar quantities used to describe an image and describe its most important 

characteristics, which has as A kernel a base of discrete orthogonal polynomials [20]. 

The orthogonal moments are defined as follows: 

 𝜙𝑚,𝑛 = ∑ ∑ 𝑓(𝑥, 𝑦)𝑃𝑛(𝑥)𝑃𝑚(𝑦)

𝑛

𝑦=1

𝑚

𝑥=1

  (1) 

where 𝑃𝑛(𝑥)  and 𝑃𝑚(𝑦) are a set of discrete orthogonal polynomials AND  𝑓(𝑥, 𝑦) is an image function.

It is possible to reconstruct an image from its moments, using the respective inverse transform. The reconstruction of an 

image f (x, y) is given by: 

  𝑓
~

(𝑥, 𝑦) = ∑ ∑ 𝜙𝑚,𝑛𝑃𝑛(𝑥)𝑃𝑚(𝑦)

𝑁

𝑦=1

𝑀

𝑥=1

,   (2) 

where 𝑃𝑛(𝑥)and𝑃𝑚(𝑦) are polynomial basis functions and𝑀𝑚,𝑛 are the moments of the image to be reconstructed.  Hence, 

the moments of an image can be used to encrypt information and, through reconstruction, TO retrieve the original image 

with hidden information. 

2.1. Discrete orthogonal polynomials  

The discrete polynomials of orthogonal bases used for the calculation of moments have their origin in the polynomial 

solutions of the following finite DIFFERENCE equation [21]: 

 𝜎(𝑥)𝛥∇𝑝𝑛(𝑥) + 𝜏(𝑥)𝛥𝑝𝑛(𝑥) + 𝜆𝑛𝑝𝑛(𝑥) = 0,  (3) 

where 𝛥𝑝𝑛(𝑥) = 𝑝𝑛(𝑥 + 1) − 𝑝𝑛(𝑥), and ∇𝑝𝑛(𝑥) = −𝑝𝑛(𝑥) − 𝑝𝑛(𝑥 + 1), denote the forward and backward operator in

finite differences, respectively; 𝜆𝑛  is an appropriate constant; 𝜎(𝑥) and 𝜏(𝑥) are first and second degree functions of any

family of orthogonal polynomials, respectively. For classical orthogonal polynomials, the functions * * 𝜎(𝑥) and 𝜏(𝑥) and 

the constant 𝜆𝑛 are different for each family. The parameters of the classical polynomials are shown in Table 1.
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Parameters 𝒕𝒏(𝒙; 𝑵) 𝒌𝒏(𝒙; 𝒑, 𝑵) 𝒄𝒏
𝒂1(𝒙) 

𝝈(𝒙) 𝒙(𝑵 − 1) 𝒙 𝒙 

𝝉(𝒙) 𝑵 − 1 − 2𝒙 

𝑵𝒑 − 𝒙

(1 − 𝒑) 𝒂1 − 𝒙

𝝀𝒏 𝒏(𝒏 + 1) 

𝒏

1 − 𝒏 𝒏 

Table 1: Functions σ (x), τ (x) and λ𝑛 of the following functions: Tchebichef 𝑡 (𝑥; 𝑁), Krawtchouk 𝑘 (𝑥; 𝑝, 𝑁) and 

Charlier 𝒄̃𝒏
𝒂𝟏(𝒙).

A general way to obtain normalized discrete orthogonal polynomials 𝑝
~

𝑛(𝑥) is by the following recurrence relation (H. Zhu

et al [22]). 

𝐴𝑝
~

𝑛(𝑥) = 𝐵 ∗ 𝐷𝑝
~

𝑛−1(𝑥) + 𝐶 ∗ 𝐸𝑝
~

𝑛−2(𝑥)(4)

where  A,B,C,D,E are terms independent of each of the polynomial families mentioned and  𝑝
~

𝑛−1(𝑥), 𝑝
~

𝑛−2(𝑥) . The initial

values in Table 2. 

𝒕
~

𝒏(𝒙; 𝑵) 𝒌
~

𝒏(𝒙; 𝒑, 𝑵) 𝒄
~

𝒏
𝒂1(𝒙) 

𝑝
~

0(𝒙)

1

√𝑵

√
𝑵! 𝒑𝒙(1 − 𝒑)𝑵−𝒙

𝒙! (𝑵 − 𝒙)!
√

𝒆−𝝁𝝁𝒙

𝒙!

𝑝
~

1(𝒙)
(𝑵 − 1 − 2𝒙)√

3

𝑵(𝑵2 − 1)

−𝒑(𝑵 − 𝒙) + 𝒙(1 − 𝒑)

∗ √
(𝑵 − 1)! 𝒑𝒙−1(1 − 𝒑)𝑵−𝒙−1

𝒙! (𝑵 − 𝒙)!

𝝁 − 𝒙

𝝁
√

𝒆−𝝁𝝁𝒙+1

𝒙!

𝑨 

𝒏

2(2𝒏 − 1) 𝒏 −𝒂1

𝑩 𝒙 −
𝑵 − 1

2 𝒙 − 𝒏 + 1 − 𝒑(𝑵 − 2𝒏 + 2) 𝒙 − 𝒏 + 1 − 𝒂1

𝑪 
−

(𝒏 − 1)(𝑵2 − (𝒏 − 1)2)

2(2𝒏 − 1) −𝒑(1 − 𝒑)(𝑵 − 𝒏 + 2) 𝒏 − 1 

𝑫 
√

(2𝒏 + 1)

(𝑵2 − 𝒏2)(𝒏 + 1)
√

𝒏

𝒑(1 − 𝒑)(𝑵 − 𝒏 + 1) √
𝒂1

𝒏

𝑬 
√

(2𝒏 + 1)

(𝑵2 − 𝒏2)(𝑵2 − (𝒏 + 1))(2𝒏 − 3)
√

𝒏(𝒏 − 1)

𝒑(1 − 𝒑)(𝑵 − 𝒏 + 2)(𝑵 − 𝒏 + 1)
√

𝒂1
2

𝒏(𝒏 − 1)

Table 2: Polynomials of order zero and one and terms A, B, C, D and E of the following functions: Tchebichef   

𝒕
~

𝒏(𝒙; 𝑵), Krawtchouk 𝒌
~

𝒏(𝒙; 𝒑, 𝑵) y Charlier 𝒄
~

𝒏
𝒂1(𝒙). 

Proc. of SPIE Vol. 10396  103962Z-3

Downloaded From: https://www.spiedigitallibrary.org/conference-proceedings-of-spie on 9/26/2017 Terms of Use: https://spiedigitallibrary.spie.org/ss/TermsOfUse.aspx



020

025
020

015
0.10

0.05

0.00

-0.05

-0.10

-0.15

-020

-025

-0.30

Orden n
n=8

- 0-n=1
n=2-n=3
n=4

- 0-n=5
- o-n=6
- e-n=7

n=8
+ n = 9

0 10 20 30 40 50 60 70 80 90 100

a)
Tchebichef polynomials

0.30

025

020

0.15

0.10

0.05

0.00

-0.05

-0.10

-0.15

-020

-025

o

b)

10 20 30 40 50 60 70

Krawtchouk polynomials

80

Orden n
n=0
n=1+ n=2
n=3

- e-n=4
n=5+ n=6
n=7
n=8

+ n=9

90 100

as
0.5

0.4

0.3

02

0.1

a.a

-0.1

-0.2

-0.3

-0.4

-0.5

0 10

c)

20 30 40 50 60 70

Charlier polynomials

Orden n
-.-n=0
-.-n=1
-A-n=2
-4,-n=3
-.-n=4
-.-n=5
+ n=6
-.-n=7
-.-n=8
+ n=9

80 90 100

Video Video sequence (FPS)III®INIE T -II.MIME 1.4
ifY'IN®MM11.®.®®IEMEME®i

1MMIIMIM " 11.

Below are the graphs of the first 10 polynomials of the polynomials in Table 1. 

Figure 1. The first ten polynomials n=0,1,2, …, 9 . a) Tchebichef polynomials, b) Krawtchouk polynomials, and c) 

Charlier polynomials. 

3. PROPOSED ALGORITHM TO ENCRYPT AN IMAGE IN A VIDEO

Most studies related to information encryption refer to the insertion of a watermark into an image.  This paper proposes 

an algorithm that allows image encryption in a video.  The process can be defined as a sequence of images presented at a 

certain rate expressed in the number of frames per second (FPS). 

Figure 2. Picture of a video sequence. 
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The algorithm begins by taking the first frame 𝑓(𝑥, 𝑦) of the video sequence and divides it into blocks of n x m. 

3. Picture of a video sequence divided into blocks.

Similarly, the algorithm divides the image by encrypting 𝑔(𝑀, 𝑁)  into blocks of i x j with a ratio of i=𝑀 8 ∗ 𝑚⁄  y j’= 

𝑁 𝑛⁄ , which contain the intensity values of the image to be encrypted. Once the image block is obtained, the algorithm 

converts each intensity level of the block to its binary number equivalent, yielding a matrix 𝐼. 

Figure 4. Obtaining the Binary Value Matrix 

The algorithm then calculates the moments of each block of the divided image shown in Fig. 3. 

Figure 5. Calculation of moments of the image. 

To insert each binary value of matrix I into the block of the video frame, the condition shown in Fig.6 is used, which is 

necessary to establish a threshold value 𝑣 that allows image encryption and recovery. 
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Figure 6. Encryption of binary image block values with frame block moments. 

Finally, the algorithm serves to reconstruct each block with the marked moments and return the blocks to their original 

position, so that we get the video frame again but with a part of the encrypted image. 

Figure 7. Reconstruction of blocks with the information of the matrix I encrypted. 

Once the first frame of the video is finished, the same process is repeated for the following frames. The number of frames 

used is equal to the number of blocks IN the image to be encrypted 

3.1. Recovering the encrypted image 

The algorithm for recovering the encrypted image can be considered as reverse image encryption, but here using the video 

with the encrypted image. 

It starts in the same way with the first frame of the video image sequence bearing information on the encrypted image for 

subsequent block division.  Next, moments of each block are calculated, as shown in Fig.8. 

Figure 8. Division of blocks and calculation of moments of the video frame with the encrypted image. 
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In order to recover the encrypted image, we recover the binary values of the encrypted image intensity values by using the 

moments of each block as well as a new condition (Fig. 9) that allows us to retrieve the values of each block from the 

recovered binary matrix 𝐼′. 

Figure 9. Recover Image Blocks. 

Finally, the algorithm retrieves and places each block in the correct position to result in the image AS in Fig. 10. 

Figure 10. Union of blocks and recovery of the encrypted image. 

4. RESULTS OBTAINED

To evaluate the efficiency of the moments, the reconstruction metric based on the Reconstruction Mean Square Error 

(RMES) is used, which is defined as the normalized square error between the input image f (x, y) and the reconstructed 

image 𝑓
~

(𝑥, 𝑦), expressed as: 

 𝑅𝑀𝐸𝑆 =
∑ ∑ [𝑓(𝑥,𝑦)−𝑓

~
(𝑥,𝑦)]

2
𝑀
𝑥=1

𝑁
𝑦=1

∑ ∑ 𝑓2(𝑥,𝑦)𝑀
𝑥=1

𝑁
𝑦=1

 (5) 

where 𝑓(𝑥, 𝑦) is the original image and 𝑓
~

(𝑥, 𝑦) is the image retrieved. 

Next are the results obtained with the proposed algorithm for video encryption and recovery of the following three 

grayscale test images with dimensions of 512 x 512 pixels presented in Fig. 11. 
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Figure 11. Grayscale image of 512 x 512 used as images for video encryption a) “lena.jpg”, b)”mandril.jpg” and 

c)“pimiento.jpg”. 

 

 

The video that was used is called "wildlife.wmv" or "Natura.wmv", which is A default in Windows 7 (2008 Microsoft ) 

with dimensions of 1280 x 720 pixels AT 30 fps with a duration of 30 Seconds and a total of 900 fps in gray scale. 

 

 
Figure 12. Video in grayscale, from 2008 Microsoft Corp. to encrypt test images. 

 

 

The encryption of the three test images shown in Fig. 11 was performed with Tchebichef, Krawtchouk, and Charlier 

moments for the value v = 50.  A video was obtained for each image used for comparative RMES. In addition, the results 

obtained with the proposed algorithm are shown in Tables 3, 4, 5. 
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Image 1 

 

Original grayscale picture 

Picture with image 1 

encrypted with moments of 

Tchebichef and error 

RMES obtained 

Picture with image 1 

encrypted with moments of 

Krawtchouk and error 

RMES obtained 

Picture with image 1 

encrypted with moments of 

Charlier and error RMES 

obtained 

 
Frame 1 Error: 0.008421582954157 Error: 0.001842277213002 Error:0.019484637490130 

Frame 50 Error: 0.008589163418294 Error: 0.001532237233000 Error: 0.01941656333445 

Frame 100 Error: 0.008628113474130 Error: 0.00159156502608 Error: 0.019411536123924 

Frame 150 Error: 0.009169532422789 Error: 0.002070684641604 Error: 0.02048594842581 

Frame 200 Error: 0.009190412353122 Error: 0.002054396309360 Error: 0.02030570587382 

Frame 225 Error: 0.008499093782543 Error: 0.001538894832647 Error: 0.019095206115332 

Table 3. Comparison of some pictures of the original video and the three videos with the image 1 encrypted with each 

one of the families of the moments mentioned. 
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Image 2 

Original grayscale picture 

Picture with image 2 

encrypted with moments 

of Tchebichef and error 

RMES obtained 

Picture with image 2 

encrypted with moments of 

Krawtchouk and error 

RMES obtained 

Picture with image 2 

encrypted with moments of 

Charlier and error RMES 

obtained 

Frame 1 Error:0.00842706855154 Error: 0.001403586522355 Error: 0.019487872709205 

Frame 50 Error:0.00859207392774 Error: 0.00153223642982 Error: 0.01941783473805 

Frame 100 Error:0.00862708224276 Error: 0.001591565440147 Error: 0.01941288515722 

Frame 150 Error: 0.00917566466352 Error: 0.002070686629763 Error: 0.02048215124369 

Frame 200 Error: 0.00919385040822 Error: 0.002054401075617 Error: 0.020301629262543 

Frame 225 Error: 0.00850101513974 Error: 0.001538896055511 Error: 0.019094919814542 

Table 4. Comparison of some pictures of the original video and the three videos with the image 2 encrypted with each 

one of the families of the moments mentioned. 
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Image 3 

Original grayscale picture 

Picture with image 3 

encrypted with moments of 

Tchebichef and error 

RMES obtained 

Picture with image 3 

encrypted with moments of 

Krawtchouk and error 

RMES obtained 

Picture with image 3 

encrypted with moments of 

Charlier and error RMES 

obtained 

Frame 1 Error: 0.00842299319818 Error: 0.001403590220099 Error: 0.01948373620824 

Frame 50 Error: 0.008591555208954 Error: 0.001532234654832 Error: 0.01941815709640 

Frame 100 Error: 0.008624582626406 Error: 0.001591562178145 Error: 0.01941308613414 

Frame 150 Error: 0.009158690680587 Error: 0.002070692429613 Error: 0.02048011477177 

Frame 200 Error: 0.00920009851331 Error: 0.002054403964607 Error: 0.02029798818268 

Frame 225 Error: 0.008500387383468 Error: 0.001538897508497 Error: 0.01909633809163 

Table 5. Comparison of some pictures of the original video and the three videos with the image 3 encrypted with each 

one of the families of the moments mentioned. 
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Next, the RMES graphics of the encryption of the three images in each frame of the video are shown in Fig.12. 

  
Figure 12. Graphs obtained from the RMES of encryption by video frame, a) Image 1, b) Image 2, c) Image 3. 
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On the other hand, the three test images were recovered from the three videos obtained as a result of the proposed 

algorithm, and the recovery error of each one was calculated using the MRES.  The results are shown in Table 6. 

 

 

Original image 
Image recovered by  

Tchebichef moments, 

Image recovered by 

Krawtchouk moments 

Image recovered by 

Charlier moments 

 
Image 1 RMES:0.00080549 

 
RMES: 0 

 
RMES: 0.33816496594751 

 
Image 2 

 
RMES: 0.0008011398870 

 
RMES: 0 

 
RMES: 0.30919267910203 

 
Image 3 RMES: 0.0007002511305 

 
RMES: 0 RMES: 0.3306980051737 

 

Table 6. Comparison of the original images and the recovered images with each of the families of moments mentioned. 

 

 

5. CONCLUSIONS  

 

According to the distribution of values for each family of orthogonal polynomials as shown in Fig. 1, it can be observed 

that the distribution of the Tchebichef polynomials is more uniform in comparison to Krawtchouk and Charlier 

polynomials. Therefore, better results would be expected with these polynomials. Once the results shown in section 4 were 

obtained, the comparison was performed using the RMES, in which it was observed that the Krawtchouk moments with p 
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= 0.5 perform better for encryption and decryption of each image.  These moments allow for complete recovery of the 

images thanks to the characteristic form of the Krawtchouk polynomials. Encrypting an image in a sequence of images 

can enhance information security through the use of videos. Furthermore, this procedure can be used for watermarking the 

copyright in a video sequence. 

In this case, for the process of encrypting an image of 512 x 512, a total of 225 of the 900 frames of the video were used 

for each family of moments, which is equivalent to 7.5 seconds of video, in this way It is possible to perform the encryption 

of larger images, as long as the video contains the number of frames required. 
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